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Abstract
The development and exponential growth of technology over the past number of decades has been
staggering. From the initial bulky and cumbersome computers introduced to the world in the early
1940’s for the select few, to today’s compact and powerful computers that are readily accessible to
the many.
Today’s computers range in size and sophistication from the low to medium powered smartphones
to the high powered laptops and desktop. We are not shaping technologies future, technology is
shaping humans’ futures and the way we live, interact and communicate with one another.

As the demand for technology has been on the increase, the world remains far from perfect.
Poverty, unemployment and crime all exist and these all have effects with each other.
In the context of the United Kingdom, it is well documented that a worldwide recession in 2007 had
significant consequences to people’s lives. The value of domestic properties fell by 44%, average
income fell by 8%, and unemployment peaked at 8%.
With the unemployment at such a high, many citizens found themselves in unfamiliar situations and
for those in extreme poverty turning to crime as a means of survival is an unfortunate but common
reality.
Crime has been slowly on the rise in Northern Ireland, maybe due to the factors of having a 6.5% low
base income in comparison to the rest of the UK.
This is where technology may help fight against the increase in home burglaries and crime. Security
cameras for homes may be perceived as a luxury item considering their cost; between £300-£1000.
Therefore, from these figures, the average family cannot afford a security system for their home.

With a population of just over 65 million the United Kingdom has approximately 42.4 million smart
phones in operation (Statista 2016), thus it would be a logical progression, to use a cheaper
alternative for a home security system with the creation of an app built into the smartphone.
The security system will consist of a Raspberry Pi, Camera module, Motion Sensor and home
internet.
The app will be simplistic for all users to avail of its services even if they are unfamiliar with
technology.
The app ‘PiCam’ will have a feature of a home screen accompanied with a button which then loads
an image.
The image is captured by the Raspberry Pi and uploaded to a server.

Keywords: Mobile Application, Raspberry Pi, Media content, Server, Motion

Introduction

1.1 Introduction
The IT world that we know and today has advanced from basic and simple processes. Information
Technology has appeared in almost all our businesses and industries and in many cases replaced
former manual methods and working procedures. Society has evolved to what can now be referred
to as, a tech-savvy community. We are bonded through technological components such as
computers, tablets, smartphones which have software built into the systems that help with
communication, text messaging, social networking sites (Facebook, Twitter etc.).
The documented theory of, Six Degrees of Separation, suggests that any one human being is
interconnected with the world’s population, indicating that people know each other through others
within six rounds.
This has now been refuted and thought that due to Facebook, the separation has shrunk
dramatically and humans are now 3.9 degrees of separation from knowing everyone.
Technology is the fastest growing industry on earth and the mind boggles when thinking of what
technology will hold in decades to come.

Despite the positive growth of Information Technology, unfortunately not all of our society
experiences it benefits, such as the working classes effected by the economic recession which struck
the UK and changed the lives of many of it’s citizens. With the lowest income bracket in the United
Kingdom, Northern Ireland, has experienced an increase in the rate of detected crime therefore it
seemed logical to investigate this further and to implement a project that may change and help with
crime prevention rates (home burglaries) that are effecting our respective properties, provincewide.

Therefore, an opportunity has presented itself through the use of technology and the high
saturation of smart phone technology in the wider public to develop a user friendly and
economically viable security system for all type of families and their respective dwellings.
Technology is such a vast subject and narrowing it down to a cheaper security camera source would
be difficult. But with the creation of the Raspberry Pi in February 2012 this was made easier. The

Raspberry Pi is a wallet sized computer, ranging in the prices of £17-£23 depending on the model
chosen. The main aim of the Raspberry Pi is to help a younger generation develop programming
skills and projects of their own. The raspberry pi is a very flexible piece of technology in terms that it
can carry out multiple programs at once and be programmed to the users’ capability. (Nova Digital
Media, 2015)

The “Raspberry Pi Security System” was designed as a solution for a cheaper home security
surveillance system. This system would not need any human interaction once set up and turned on.
In the desired position the system would run, like every home security system.
The “PiCam” application was designed to have the features of a home security system at your
fingertips so the user can view an image, that has been taken by the system when a human has set
off a motion sensor programmed into the system.

1.2 Problem Statement
“To aid families/businesses which have encountered issues with burglaries or simply feel vulnerable
in their homes. It would be providing a welcome sense of security, to have a mobile application that
displays images live from your own security system. At a cost of £59, which Inclusive of the security
system; this will not leave families out of pocket rendering it an affordable and attractive piece of
technology which meets its desired objectives.”

1.3 Aim
To develop a reliable home security system at a fraction of the cost which takes images upon the
sense of motion.
To develop an application that can show an image when it has been uploaded to the server all in
sync with the security system.

1.4 Objectives
For the aim to be fully achieved, specific objectives were established with a set plan and timescale;
•

Research into home security systems currently on the market.

•

Identifying the strengths and weaknesses of each home security system in accordance to
price.

•

Create a home security system from the Raspberry Pi and respective parts needed for it to
work without human interaction.

•

Create and develop an application with a graphical, yet simplistic user interface for all age
groups, easy to navigate and simple to test. Providing a positive HCI.

1.5 Development Requirements
To achieve the above objectives, the use of both hardware and software components were required
throughout this system.

Home Security System Development Requirements

•

Raspberry Pi Model B+.

•

GPIO Motion Sensor.

•

Camera Module and Casing.

•

The use of python language for the scripts that would be implemented.

•

The use of flask (Python Micro-Framework) for web development and is easy to implement
for beginners.

•

A laptop or Desktop computer with the ability to SSH onto the Raspberry Pi.

“PiCam” application

•

A laptop or desktop computer capable of running a development tool such as Intel XDK to
create and design the application.

•

A Smartphone or tablet device to allow testing of the app on a real device with the app
preview application provided by Intel XDK.

•

Knowledge of multiple programming languages: CSS, HTML, JavaScript.

1.6 Dissertation Outline
Chapter 2: States the background research from the problem provided and what proposed solution
has been implemented.

The solutions lifecycle and how it has changed with different barriers needing to be crossed for
completion.

Chapter 3: Presents the user requirements within a story board which lists all the features the users
are likely to encounter in the final design.

Chapter 4: Presents an overview of the system design, the application design, the user interface with
a prototype and the changes it has encountered. It will also contain the features of the security system
and application.

Chapter 5: Presents an overview of the steps taken to achieve the final system, identifying the specific
tools used to develop every component. It identifies the programming languages learned and
deployed within each system.

Chapter 6: Represents the testing steps involved in both the security system and the application and
how other users’ found the application.

Chapter 7: Dissertation conclusion is the final chapter which critically assesses all the work completed
throughout the project and sets out what lessons were learned along the way of the development.
The conclusion will state the success via the aims and objectives for the project and any potential
system enhancements which could have been included if the project were to be extended.

Background Review

2.1 Introduction
The following chapter shows an in-depth analysis of the problem in Northern Ireland with the increase
of home burglaries and crime in general. It provides reasoning on why crime was on the increase and
how the problem occurred.

Furthermore, it states a possible solution for families and businesses and compares current security
systems on the market that the solution may compete against.

2.2 Northern Ireland’s Security Systems
Every country has security cameras around cities, towns and villages via the council or they may be
even in homes; even with this security around the area these CCTV cameras does not tackle the rise
in crime around Northern Ireland.
It is down to the individual to purchase a home security system, which will in turn deter or decrease
home crimes within the country.

2.2.1 Impacts on Northern Ireland
Over the past decade crimes in Northern Ireland have had to be separated into different classifications
to clearly identify the main areas in which crimes maybe increasing and which are decreasing.
Classifications range from home burglaries, robbery, domestic violence etc. Even though domestic
burglaries’ may not have the highest rate in Northern Ireland within the classifications’, with the
introduction of greater security around an area it may have a knock on effect and decrease other
classifications’.

Home burglaries’ reached a high of just over 10,000 in 2002/2003. This then decreased on a yearly
basis until the recession period of 2007/2008 where it seen an approximate increase of 1,000
burglaries’ and has flat trended since, neither decreasing or increasing. This shows that the financial

crisis which hit the country in 2007 had an immediate effect on peoples’ actions across society and
some people turned to crime as a way of making a living for their families.
(Psni.police.uk, 2016)

2.2.2 Causes and Origins
A well-documented financial crisis struck the UK in 2007 hitting the country unexpectedly, with
Northern Ireland feeling the effects greater than most regions. Around Northern Ireland, employment
levels decreased, housing prices plummeted, and family run businesses, just simply could not survive
resulting in close of business. When the recession hit the country it left households with an income
10.2% lower than the UK as a whole resulting in families to be forced into poverty. (21.7% of families
in Northern Ireland). With Northern Ireland having a population of just over 1.8million and 1.2million
of these people are in the working age bracket of 16-64 years of age it demonstrates the devastating
affect the financial meltdown had on this country.
(BBC News, 2016) (The Economist, 2015)
The recession has not only affected families but will result in effecting education, which shall
undoubtedly present challenges for the next generation of this country?
Schools across our education boards have had lower budgets year on year with effects of reducing
teaching staff. “we have reduced are teaching staff from 70 in 2010 to 62 in 2016, John O’Dowd”.
Budgets cannot be protected and children with special needs who need assistive technologies to
progress through education simply can’t get the technology required because it isn’t available within
a schools’ budget. What will the future hold for our present children if they cannot reach the education
level set out today for their future careers and in order to compete in a competitive high tech world.
(BBC News, 2016)

Northern Ireland, let alone the UK is far from out of the recession and it will take “another five years”
before we see the biggest change. ‘Conor Devine, GDP Partnership’. Even though this statement was
made, what will now happen since Britain has left the EU?
The British Pound hit an all-time low after Brexit. The country lost its AAA credit rating, new trade
agreements need with the rest of the World. Economic volatility is predicted for many months to come
as confirmed by ‘Bank of England, Governor Mark Carney’, who has indicated there is the likelihood
of another recession for Britain. (Foster, A. 2016)

2.3 Solutions to improve security
Standard Borough Council CCTV doesn’t always stop or decrease crime rates. An additional method
to help tackle crime would be police completing controlled monitoring walks around areas.
(News.bbc.co.uk. 2016).

2.3.1 Existing Solutions
The obvious existing solution will be home CCTV systems that already are available on the market.
There are a large variety of CCTV systems available which vary in size and price. Private home security
systems can be expensive; therefore, this solution is only used mainly by businesses or families who
have a high income who can afford these systems within their homes.
CCTV kits can range from a basic package at around £149, to the higher end packages of £1000, with
this not including costs of setup or extensions to wiring which may be required for cameras or signals.
With having a CCTV camera system attached to your home or business, there are rules and regulations
on where the cameras can be pointing. The law states that people’s privacy still has to be protected
when recording from your home. Any camera cannot be pointed onto neighbours’ property, or any
pavement outside your home. If you are recording CCTV that particular neighbour must to be made
aware and a written notice has to be visible to the eye for anyone coming onto your property. These
laws come under the data protection act 1998 and the human rights act. (Gov.uk. 2016).

The other solution available to the public, is to have security alarm systems fitted to their homes with
no cameras. A very basic system, so when a door is opened in a house or movement is detected when
an alarm is active, the alarm will sound throughout the house and the owner or key holder will have
to type in a passcode which deactivates the alarm.

Unfortunately, the downside to these alarms is that the trespasser can flee the scene without getting
caught and still manage to steal goods. The cost of these systems are slightly lower than the CCTV
systems but have downfalls in that the trespasser can easily escape. These particular alarm systems
don’t have any law restrictions due to the fact they are not recording any data.

2.3.2 Proposed Solution
The solution: A new security system that is affordable, easy to setup and with the ease of deployment
in a home that won’t be recording outside. It will be easy to follow law restrictions and allows the
users to access motion captured photos within their home through an application on a smart device.

2.3.3 Targeted Audience
The targeted audience for this solution proposed is shown in appendix 1. The main challenge here is,
families and small businesses who require security systems but cannot afford them due to
extortionate prices.
These are the main target group due to the increase in home burglaries as a direct consequence of
the recent financial crisis. With this implemented in areas with a lot of crime hopefully, it will promote
a safer community and people will gain a sense of security within their areas. Families can feel
comfortable to leave their home and complete daily tasks to help fund family problems, businesses
can feel confident to close up at weekends or holidays with a reduced fear of being burgled. This
provides a positive impact around a community and a sense of safer and healthier well-being.

The families and businesses will have accessibility to the system if they feel they need to check up on
their properties through a smart device. There has been a surge of people with smart devices using
the internet and with 90% of 16-24 year olds obtaining a smart phone in the UK, accessibility will be
easily accomplished with the UK being a smartphone society. (Media.ofcom.org.uk. 2016).

2.3.4 Accessibility and cost
The application and system will be available on smartphones using a range of programming languages,
CSS, HTML and JavaScript.

Therefore, with the ease of deployment onto any device, whether it be android, apple, google etc.
The application will be readily available on multiple smartphone devices.
If the user is not near their smartphone device there will be an alternative way of viewing the images
on a web browser with a simple URL.

Smartphones and tablets becoming a must have device in all households, this can be clearly seen from
2011, where 36% of adults used the internet on a smartphone, to now in 2016 where 70% of adults
accessed the internet from their mobile device. This represents a staggering and almost double
increase from 2011. (Figure 2)

In 2006 only 57% of British people had access to internet in their homes and now in 2016 89% of
households have internet access resulting in 23.7million people. (Figure 1)

Throughout Britain 76% of adults now own a smartphone. Smartphones are becoming imbedded into
daily lives with over 53% of people checking their device within the first 5 minutes of waking up. With
over three quarters of people in Britain owning a device, cost doesn’t really seem to matter because
all companies are competing with each other to bring out the newest best device. With new and
improved devices being brought to market every year, older yet perfectly working devices are being
sold off at a cheaper price, so more people can afford a smart device. (Ukpages.deloitte.com. 2016).

Figure 1: Adults
aged

16+

Great
daily

in

Britain
use

of

internet.
(Ons.gov.uk.
2016).

Figure 2: Adults ages 16+ who use internet on the go which refers to using internet not in their home.
(Business of Apps. 2015) (Ons.gov.uk. 2016).

2.3.5 Specific content
The security system is to aid families and businesses that experience a high level of crime, to give a
sense of security and trust between each other and eventually show a decrease in home burglary
attempts and businesses.
The security system element of the following project, should be implemented in such a way that it
doesn’t breach any previous laws mentioned, in terms of data protection and human rights. It is there
to give people a sense of security and accessibility to their belongings when they are away from their
property.
The application is set to be accessible on devices and the internet with the aid of cross platform
programming. It is set to be appealing to the eye, easy to use for all types of users and safe to deploy
among devices.
An audience who may not be familiar with smart devices and apps will discover the security system is
easy to setup, the application also being self-taught and controllable.
Appendix 2 summarizes the rich picture diagram, solution and what impact it will have on people’s
lives in Northern Ireland.

2.4 Competitive analysis
From thorough research, it can be seen in the current market of home security systems (CCTV), that
there are thousands of options for the public to choose from, all ranging with different prices, different
statistics and different abilities.

Taken from the best buyers’ guide for CCTV cameras and systems and comparison with one of the
number one leading companies in Great Britain and specialists on home electronics Maplin. The range
of systems are:

2.4.1 Annke 8CH ProHD (Best buyers Guide)
Annke surveillance systems were one of the most
popular systems in 2016. It is one of the lower cost
systems but is limited in terms of software and
firmware. Plug and play solution if there are extra
Ethernet points around the property.
Pros and Cons presented in Table 1. (Top CCTV
Cameras. 2016).

Figure 3 Annke Security system

Name

Annke 8CH ProHD

Price

£154.99

Features

•

4 x HD 1.3 MP CCTV cameras

•

Real time video

•

View and record from browsers and
devices

•

Motion detection to start record

•

1 TB storage

Cons

•

Indoor and Outdoor

•

6Kg in weight

•

Dimensions 37.5 x 19 x 36cm so not
easily disguised

•

Extensive wiring involved with 60ft
video cable needed

•

The above package is the cheapest, for
further upgrades the price can extend
towards £419.99

Star Rating

•

Not wireless

•

PRICE

4.3

Table 1 Annke Price, Features, Cons, Star Rating

2.4.2 Nest Cam (Indoor) (Best buyers Guide)
Nest cam is a simplistic indoor security camera with one
single power cord for setup. It is aimed at homes that just
want that extra sense of security but do not want a huge
piece of kit sticking out like a sore thumb.
Pros and Cons presented in Table 2. (Top CCTV Cameras.
2016).

Figure 4 Nest Cam security system

Name

Nest Cam

Price

£159.99

Features

Cons

•

1 camera 1080p

•

Real time video

•

Setup from your device via the app

•

Motion and noise alerts

•

Indoor only

•

To replay any video taken within 10 days
there is a yearly or monthly charge of £8
per month/£80 for the year.

•

For a 30-day playback £24 month/£240
year

•

No storage unless go for the above
packages

Star Rating

•

Only video recording

•

PRICE

4.1

Table 2 Nest Cam Price, Features, Cons, Star Rating

2.4.3 Logitech Circle (Best buyers guide)
The Logitech circle is yet another up and coming cloud
service based security system. This indoor simplistic
camera is aimed at keeping an eye on the home through
the cloud and live streaming.
Pros and Cons presented in Table 3. (Top CCTV Cameras.
2016).

Figure 5 Logitech Circle security system

Name

Logitech Circle

Price

£119.99

Features

Cons

•

1 Camera 3MP 1080p HD

•

Real time video

•

View on smart device

•

Wi-Fi wireless connectivity

•

8x zoom on live and recorded footage

•

Indoor only

•

6.7 x 6.5 x 7.5 cm

•

Battery powered only 12 hours of life
then

needs

continually

charged
streaming

via

USB

battery

if
life

significantly reduced to 3 hours
•

You need a high internet speed to
secure connection

•

Only compatible with new versions of
apple iOS 8.0 or above or Android 4.4
and above

•

Star Rating

4.3

Table 3 Logitech Circle Price, Features, Cons, Star Rating

PRICE

2.4.4 Sentient Pro HDA 4 Channel 1TB CCTV Kit with 2 Cameras (Maplin)
Sentient is seen as a lower end
market security system to do a
simple job and provide security.
it works perfectly indoor and
outdoor

with

capability.

Pros

presented

in

night

vision

and
Table

Cons
4.

(Maplin.co.uk. 2016).

Figure 6 Sentient Pro security system

Name

Sentient Pro HDA 4 Channel 1TB CCTV Kit with 2
Cameras

Price
Features

Cons

£149.99
•

2 x bullet cameras 720p

•

Real time video

•

View on devices app

•

1TB storage

•

Indoor and Outdoor

•

Weight 500g of System

•

Weight 380g camera

•

Dimensions are bulky has a large system
with 4CH DVR, USB mouse

•

Extensive wiring involved with 2 x 18m
Cables

•

If the internet source is in a different
area

of

property

it

will

require

homeplugs which will add to the cost,
due to cables being 18m.
•

Fixed Lens no zoom

•

No motion Detection

Star Rating

•

Not wireless

•

PRICE

3.3

Table 4 Sentient Pro Price, Features, Cons, Star Rating

2.4.5 Swann DVR8-4100 8 Channel 1TB CCTV Kit with 8 Cameras (Maplin)
The Swann security system is set to
provide

24Hr

protection

in

properties or businesses with 8
cameras available. Pros and Cons
presented in Table 5. (Maplin.co.uk.
2016).

Figure 7 Swann security system

Name

Swann DVR8-4100 8 Channel 1TB CCTV Kit with
8 Cameras

Price
Features

£299.99
•

8x cameras 960H resolution

•

Night vision up to 25m

•

View on devices app

•

1TB storage 30 days’ recordings

•

Indoor and Outdoor

•

Motion detection

•

Weight 1.5Kg

•

8 x 18m cable

Cons

•

Heavy and bulky system

•

Extensive wiring involved with 8 x 18m
Cables

•

If the internet source is in a different
area

of

property

it

will

require

homeplugs which will add to the cost,
due to cables being 18m.

Star Rating

•

Not wireless

•

PRICE

5.0

Table 5 Swann Price, Features, Cons, Star Rating

2.4.6 Lorex 1080p NVR 8 Channel IP CCTV Kit with 4 Cameras (Maplin)

Lorex security system is a brand new
system recently onto the market it is
set to bring new features to security
with a smaller package.
Pros and Cons presented in Table 6.
(Maplin.co.uk. 2016).

Figure 8 Lorex security system

Name

Lorex 1080p NVR 8 Channel IP CCTV Kit with 4
Cameras

Price
Features

£549.99
•

4x 3MP cameras 1080p resolution

•

Digital imaging gives five times quality of
traditional CCTV systems

•

View on devices app

•

1TB storage 30 days’ recordings

•

Indoor and Outdoor

•

Motion detection

•

3x USB ports for external storage if
needed

Cons

•

Weight 500g

•

Night vision 40m

•

Cable length 18m

•

Fixed Lens no zoom

•

No motion detection for video

•

Extensive wiring involved with 8 x 18m
Cables

•

If the internet source is in a different
area of property it will require homeplugs which will add to the cost, due to
cables being 18m.

Star Rating

•

Not wireless

•

PRICE

N/A

Table 6 Lorex Price, Features, Cons, Star Rating

2.4.7 Key Findings
The security systems discussed have their own attributes and provide certain aspects of security in a
variety of ways.
The Nest and the Logitech circle are the only systems researched that can be used indoor. The nest
has extra costs throughout in terms of storage capacity. The major flaw with the Logitech circle is its
battery life. They provide the user with a hands on application to view live streaming straight to their
device. They let the user view real time video at a high resolution and can provide playback depending
on the package provided.

The Annke, Sentient Pro, Swann and Lorex are the more upmarket ‘heavy duty’ security systems. All
of these systems provide multiple cameras both indoor and outdoor. They provide the user with a

back-up system that stores the videos, images taken for up to an approximate of 30-days, they all
provide high resolution data with Swann leading the way at 960H resolution.
The Sentient pro is the only system not to provide the user with motion detection the other three
systems have this attribute.
In comparison to the larger scale systems they all provide similar attributes in terms of night vision,
indoor outdoor capabilities, recordings, view on live devices. But the key finding for these systems is
that none of these systems provide a wireless connection to an internet source meaning the user will
have to purchase homeplugs or a wireless adapter to plug into a USB. The systems are very heavily
wired due to the number of cameras and the back-up system required to store images and recordings.
The major difference between all the systems is the price, this may be down to usability and
functionality.

In comparison between the Nest (indoor only) and the Annke or Sentient for that price of the Nest
system without any extended package on how to get playback, the user would be able to purchase a
much upgraded system in terms of multiple cameras, indoor outdoor use, free backup. All the
attributes the Nest provides these systems provide more for a cheaper price. (Table 7)

Nest

Logitech
Circle

Sentient
Pro

Swann

Lorex

£154.99

£159.99

£119.99

£149.99

£299.99

£549.99

«««

««

«««

«««

«««

««««

4.3

4.1

4.3

3.3

5

N/A

Annke
Price
Features
Star Rating

Table 7 summarizes the competitive analysis key findings.

2.4.8 Recommendations
When considering the design of the overall system and application the following points need to be
considered:

•

The security system must work in both wired and wireless environments without having
excessive wiring.

•

The system must be discreet but yet provide what it is set out to do.

•

The system must provide time stamped images and deliver them to an application.

•

The application must be accessible to multiple devices. The usability is key in the design, must
be minimalistic for the user as it should not to be time consuming to retrieve data. The font
must be clear and precise and not have a white background to avoid the of distorting an
image.

•

The applications colourful design, must represent the origin of the Raspberry Pi system.

•

The application must have an ease of use to it for all users, who may not be familiar to
technology or smart devices.

2.5 Summary
This chapter has represented background research on the problem with security systems on the
current market and why the PiCam security system is an adequate solution. It has also documented
a competitive analysis on the current systems on today’s markets based on price, features, ratings.

Requirements Analysis

3.1 Introduction
The following chapter will report upon how the user will interact with the system via a storyboard
completed through testing. Explaining content and features of this system.
In completion of this chapter, listing of functional and non-functional requirements will be described
along with ethical considerations.

3.2 Requirements
The initial plan for the system was for it to take an image of an area when the Raspberry Pi GPIO
sensed motion. When this was completed the image would be sent to an external application on a
smart device (Pushbullet) via an API Key retrieved from creating an account.
After careful consideration and seeing how the system functioned when completed, it was decided
that a cross platform application could be designed to replace and remove the external application.
This would make it an overall complete system, working with each other instead of relying on an
external application. Through this decision process, it would bring up further requirements for the
system to be completed, such as a server to provide the images to the app.
With the app being designed, it gives the user a sense of the overall system, working in harmony
making it personal to the user especially creating a specific design to suit the system, enhancing the
user experience. (Billw2.github.io. 2016).
Through the use of the server, if a user doesn’t have a smart device, the images can still be retrieved
through a URL (Uniform Resource Locator).

3.2.1 Research Questionnaire
A research questionnaire was created consisting of 10 questions (Appendix 3). The copies of the
questionnaires were handed out to people of all age groups who may or may not use applications or
security systems. The candidates were chosen at random. The questionnaire covered questions
based on, if the candidate used security systems and apps, appropriate names, content within the
application and design features.

Ten copies of the questionnaire were handed out and ten were returned. All the respondents’
answers are important, as this gives a wider insight of how different people may use technologies and
if there is an interest for this system.

50% of respondents were said to be happy to test the prototype once completed. It was stated to the
respondents that they are free to test the prototype once completed, which they will be contacted
via their email provided.

3.2.2 Key findings
Results were analysed and presented in the table below. (Table 8)

70% of respondents would buy a security system if they were cheaper, 30% would buy a
Q1

security system if they were smaller, more compact and plug in and play, 100% do not have
a security system.

Q2
Q3
Q4

100% of users are aware of all of the devices with 80% of people being regular users of
devices.
90% users agree, or strongly agree that they may benefit from a system, 10% disagree and
the reason behind that is they do not obtain a smart device.
The most suitable name was PiCam with 70%. HomeRaspberry was 30%.
The most important content for a system to have was images, timestamped images and

Q5

motion capability. With all receiving 100% importance. Notification’s receiving 50%
importance.

Q6
Q7

All of the features listed within questionnaire received to all be very suitable. With one
additional feature being mentioned of an account username.
Sans-Serif font received 80% for most suitable font. With monospace and cursive receiving
20% each.

Q8

Colour scheme A received average of 7/10 suitable for an application. Colour scheme C
received 5/10 suitable and colour scheme E received 4/10 suitable.

Q9

50% happy to test prototype.

Q10

Trusting a system was mentioned twice as another reason people may not buy a security
system.

Table 8: Key Findings

3.3 Users Stories
The following users’ stories (Figure 9) presents the security system, application features and
requirements.

As a user I want to

As a user I want to be

The system should

Setup the system with

to leave the system

wait for motion to be

minimal instructions,

to run automatically

sensed

Once motion is sensed

Image is uploaded

App is opened with

the camera activates

to server and camera

splash screen of icon

takes timestamped

goes to sleep, GPIO

and ‘PiCam’ button

images and uploads

waits for motion again

PiCam button pressed

Shake device to go

As a Developer I want

App loads next screen

back to home screen

all users to access

Presents timestamped

press button to see if

images quickly,

Image from system

new image been taken

clearly and precisely

basically plug and play

Figure 9: Users Stories

3.4 Functional Requirements
Functional requirements are best described in what the system and application must do in terms of
its functionality.
The following requirements were considered as part of the design:

•

The security system should be ‘plug in and play’ with minimal user interaction.

•

The system should provide motion sensed images and automatically upload them to a server
based on the Raspberry Pi.

•

The application should be able to load splash screen with a ‘PiCam’ button to be pressed.

•

The application should load a timestamped image onto the user’s device, retrieved from the
server.

•

The application should allow the user to go back to home screen via a shake.

3.4.2 Non-Functional Requirements
Non-functional requirements are best described from the execution of the system. They describe the
characteristics of the system and application.
The following requirements were considered as part of the design:

•

Usability: The system should be ‘plug in and go’ with automatic running in the background
when turned on. The application should be appealing and simple to use for all types of users.
It allows them to browse through the application, retrieving an image and going back to home
screen.

•

Accessibility: All users should be able to setup system with no problems occurring. They
should be able to navigate through application, with instructions on how to go back to home
screen, as well as aesthetically pleasing fonts, to make it clear for the end user experience.

•

Efficiency: Loading of the images from server should be instantaneous as soon as the button
is pressed.

•

Compatibility: The application should work across multiple platform devices (android, IOS,
windows).

•

Reliability: The system should run automatically with no errors, as long as the internet source
is functioning. The application should run smoothly and respond quickly to any user
interaction.

•

Ethical: As the system will be taking images, the user must adhere to the previously
mentioned laws of human rights and data protection.

3.5 Summary
This chapter has analysed the requirements for the system to be completed and meet end user
requirements through the use of user’s stories. The requirements have been divided down into
functional and non-functional requirements to show how the overall design of the system and the
application.

Design

4.1 Introduction
This chapter will give an overview of the system design and the application design. Including the
platform chosen for the application, the user interface for the application and how HCI helped
implement this and finally a system design discussion.

4.2 Guidelines for an application
Everyone in the world of design and architecture has their own personalities carved into their work
but also with the thought of other humans and what they would consider to be a good interface.
Human computer interaction (HCI) is how humans interact with their machines but mainly how they
find applications in a variety of different ways.
In the creation of an app, consideration has to be carefully taken with the design structure as all
devices are not the same size etc. After all the app wants to fit onto each different screen like it is
embedded into the device.

One the main elements when creating an app, is for the user interface to attract the end user. After
all the app will only be worthy, if the user likes the layout and functionality of the app.
Simple steps can be taken for this and these are:
•

Simplistic

•

Visual

•

Navigability

•

Consistency

•

Accessibility

(Porter, J. 2016).

Apps need to be simplistic and colourful at the same time it is recommended a maximum of five
colours should only be used (plus or minus two) (www.tutorialspoint.com. (2016). Keeping with
simplicity, fonts should be kept in with the design and eye catching for the end user to read.

Visually the app must be appealing to the end user, position of elements is important and sometimes
it’s the little things in apps that makes them interesting as in the change of a button or an added
feature. (Pi My Life Up. 2015).
Navigation through an app must have a sense of smoothness throughout. A simple homepage with
one or two buttons should be adequate anymore with multiple buttons may confuse the user and
making them decide that app doesn’t suit them.
Consistency throughout an app is again to help the user enjoy the app and to make things easier for
them. An app should have the same colours, font throughout to create a well-designed interface.
Lastly accessibility for an application must be a success, as tablets and devices are changing in terms
of platforms, shape and size. The application must fit onto each device perfectly and run smoothly
with different platforms, especially since tablet and mobile app consumption has been on the rise,
with 50 billion downloads on android and 25 billion downloads on IOS alone in 2015. (Business of
Apps. 2015). These steps taken will help with the analysing, designing, developing and testing of the
system.

4.3 User Interface Design
User interface design will change among all developers. Each will have a key meaning and aim behind
their design. According to Paul Rand (Porter, J. 2016)."To design is much more than simply to assemble,
to order, or even to edit; it is to add value and meaning, to illuminate, to simplify, to clarify, to modify,
to dignify, to dramatize, to persuade, and perhaps even to amuse." - Paul Rand

A simplistic home page was designed for the application, which would behold a logo relevant to the
system and with a one button start process for the app, which would then lead onto the following
page. This allowed the application to be designed around a simplistic, yet eye catching approach for
users to use. It set a bold statement, that the logo is relevant to the system and would be the center
piece of the home page with the button placed near the bottom.

4.3.1 Home Page Design
As the application will be launched the homepage or in this case the splash screen. This will be the
first interface the user will set eyes upon.

The homepage artwork will be the boldest statement on the interface, with colours to match the
system, if people are familiar with the Raspberry Pi. Clarity and graphics of the image obtains a high
importance for the users to receive a high polished application. The homepage layout will be in sync
with the button, as it will be centered with the logo but at the bottom of the page.
(Faculty.washington.edu. 2016).

The button is colour co-ordinated with the logo and this will contribute to the overall feel and clarity
of the design. With the simplistic, clear and well-designed homepage no instructions are needed, the
button needs pressed to proceed to the next stage of the application.

The homepage below (Figure 10) provides an accurate representation of the user interface design.

The prototype (figure 10) explores the homepage placed upon an emulator. The logo has an added
camera placed on the front to represent the type of application and almost giving the logo a 3D effect.

The homepage items are centred throughout and the button colours are synchronized with the logo
colours.

4.3.2 Navigation
A functional requirement for an application is the ability to navigate through an application easily with
minimal help from instructions (if possible) and for all types of users to do so.
The application is aimed at users who may be home owners or business owners ranging from the age
of 18+.
The use of a button press start is preferred because all users will have the idea and initiative to what
that button will do, that it needs pressed to continue onto the applications functions and this ensures
user accessibility is met.
The application therefore includes one button on the home page to proceed to the following page.
The button changes colour as the button is pressed to the opposite colours that they first were. This
lets the user know they are about to press a button and also enhances the users experience with the
interface.
Navigating through the application means, there will be no buttons on the second page, instead to
return to previous page there will be a shake device instruction placed at the bottom of interface to
make the user aware on how to return to homepage. This design allows the user to be hands on with
the application and device and to improve the user experience and not to let the user be put off with
limited features on the application.

Illustrated storyboards in appendix 4 represents the ways the user will navigate the application,
showing the homepage and the second page with the security image and the instruction on how to
return to homepage.

4.3.3 Colours
A non-functional requirement was the colours used for the application. The colours throughout the
application were carefully selected for each aspect of the User interface design to improve clarity,
graphics, and not to distort any security images.
In the main homepage, the button colours have been selected in correspondence with the Raspberry
Pi colours and logo.

A green button colour with a mild pink font. When the button is pressed these colours switch roles
and the button changes to mild pink with the font green. (Figure 11)

Figure 11 Colour scheme for button

The background colour on the security image page was carefully selected to be a neutral colour, not
white or black in case of brightness issues with a security image, but a light grey was carefully selected
it gave a comfortable feeling on the user’s design and ability to help with clarification on images.
(Figure 12)

Figure 12 Colour of background

The colours were chosen using a general CSS hex value of each colour. Each colour has its own value.
The list of colours used and the values represented below. (Figure 13)

Home button not pressed, font colour when pressed #32CD32

Font colour not pressed, button colour when pressed #C71585

Background Colour #d1d1d1

Figure 13 Colour palette

4.3.4 Font
Font is a very important aspect when designing an application, it needs to be clear, precise and big
enough for all types of users to know exactly what they are reading. Therefore, the font chosen should
be legible for all users. Through the research constructed in the analysis section, it was clear that sansserif was the font to be chosen within the design, cursive caused some users unable to read this font
and sans-serif seemed the most simplistic and easily readable font throughout the application.
Even though there are only two reading sections of the application, this was still an important process
for the enhancement of user experience. (Figure 14) (W3schools.com. 2016). (W3.org. (2016).

Sans- serif chosen font example:

Cursive font example:

Figure 14 Font example

4.4 Architectural Design
The architectural design, is the how each aspect comes together and will work in a synchronized
manner, different programming languages, tools will provide the user images stored onto a server.
Creating a client server relationship. These components are included within the application.

4.4.1 The Client
The client or client-server architecture is a piece of technology, desktop, mobile or a tablet which
interact with the server depending on a request call. Then once the user executes these certain
aspects of the application will be displayed. (Techterms.com. 2016).

HTML (The Hypertext Markup Language) is the language which consists of markup tags and these are
used to display fonts, graphics’, borders on web browsers or web applications. Each tag can specify a
piece of content on that webpage then this can be manipulated with the language. (W3schools.com.
2016).

JavaScript is a common scripting language used to control what the content of a webpage does and
its functions. The common behaviours it is designed to complete is, handle button functionality, create
menus, swap images etc. Along with this JavaScript is essential, being the only scripting language
supported by every major web browser. (Htmlgoodies.com. (2016).

CSS (Cascading Style Sheets) is the language used to give a webpage or application its flourish. It
includes colours, fonts, font size, font colour, layout, images, background colour and much more. CSS
is important to HTML because it describes how these elements will be displayed. (W3schools.com.
2016).

4.4.2 The Server
Server-side scripting is going to be solely based upon the Raspberry Pi and the most commonly used
language for scripts on this was Python with the help of flask. The python language can be used in
similar ways as PHP for the server.

The server sends files after authentication with a username and password and this process is
completed through the aid of the flask framework.
Flask is a micro-framework due to it not requiring libraries’ or tools. Flask hold no database or other
components but does support the features and extensions to in-cooperate into an application.

4.4.3 The Client/Server Relationship
There are several components to the client server relationship these components are explained
through figure 15

Programming
Languages,
HTML,
JavaScript, CSS

Python

Figure 15 Client/Server Relationship

The image or file is accessed through the client side. When a function is completed on the application
the software will send a request to the server using a basic URL of the website. The server having
received the correct request will reply to the client by sending the files.

4.5 Hardware Design
The hardware design of the security system is to stay small, precise and simplistic following the trends
of the application. (Figure 16)

4 USB Ports

40 pin GPIO Header

5V Micro USB

HDMI Port

CSI Camera
Connector

Ethernet Port

Figure 16 Raspberry Pi Model B+ indicates all the features used to create the system.

Once the prototype is created an automatic camera and server script will be controlling the camera
and GPIO motion sensor. The USB port may be used for a wireless adapter or the user may choose to
use the Ethernet port with home plugs.

The HDMI port is only ever used if the user wishes to change something within the scripts. (Figure 17)

Figure 17 Raspberry Pi with camera module and motion sensor connected.

The camera module is connected via a ribbon cable and plugged into the camera CSI. The motion
sensor has been plugged into the 40 pin GPIO header board with specific pins programmed in the
script (Figure 17 (Figure 19).

4.6 Summary
Firstly, this chapter covered the design of a home page and a possible prototype solution. within this
it described the elements within the prototype such as navigational features, colour scheme and font.
It then described the architectural design of the system with the client/server relationship. Lastly, it
gives a brief discussion and conclusion on a prototype setup of the security system and elements being
used in the system.

Implementation

5.1 Introduction
This chapter is based on the steps taken to create each aspect of this project, including the hardware,
software and the code.
The code used throughout this chapter will include screenshots of python scripts, HTML, CSS and
JavaScript illustrating how the requirements for the system were completed. (Agilemethodology.org.
2016). (Allaboutagile.com. 2016).

5.2 Hardware and Software
A Raspberry Pi Model B+ along with a camera module connected to the CSI connector capable of 5MP
images and a GPIO Interfaced PIR motion sensor were used to create the security system. (Cases for
your Raspberry Pi. (2016).

An Apple MacBook Air operating on IOS 10.1 was used throughout to connect to the Raspberry Pi via
SSH (Secure Shell) using a command line ssh pi@192.168.0.22. This allows the MacBook to connect to
the Raspberry Pi and allows the editing of the scripts or updates to be performed.
The MacBook was also used for all programming purposes of the application and testing.
(Computers.tutsplus.com. 2016).
An Apple iPhone 6 was used during the testing stage of the application to provide clarification that all
the features are working perfectly without crashing.

The Software used to create the application was intel XDK along with the programming languages
previously mentioned. This was used for designing and testing the application with the built in
emulator then further testing was completed on the App preview on the iPhone.

5.3 Raspberry Pi Network Setup
The Raspberry Pi like any computer, operates off a network with a local IP address. For programming
purposes and connecting other devices the Raspberry Pi was given a static IP address. This would let
the MacBook connect to the pi every time without searching for the Pi IP address.
Through the terminal sudo ifconfig brings up the current IP address.
Route –n allows information to be pulled up about the current router connected to the Pi.
Sudo nano /etc/network/interfaces allows a nano editor to be opened allowing the user to change
dhcp to static which tells the Ethernet that the network is dynamic and change to static, enter in the
IP address, netmask, destination, broadcast and gateway then save the file and sudo reboot will
reboot the system and save changes to that file setting up a static IP. (Computers.tutsplus.com. 2016).

Secure Shell will now be ssh pi@ the IP address which will always be the same due to it being changed
to static, this will save time for the developer of the camera script and server script.

5.3.1 Raspberry Pi Camera Script
Through the implementation of any project it is clear to see that many developers will have multiple
ways of getting to an objective. There are multiple ways of completing tasks on a Raspberry Pi due to
its flexibility.
Motion IOS and dropbox were thought of and started in the early stages of the project but the
software was too complex and it was quickly realized a script was the safest way of getting to the
objective. (PyImageSearch. 2015).

Python language is the most popular language within the Raspberry Pi, it runs everywhere Cross
Platform, is fast and efficient.
Also Raspberry Pi Hardware Interfacing libraries are easily available in python
The aim of the system briefly is for a security system to be able to sense motion and once it does the
camera will take multiple Images and timestamp them and save locally in folder
these Images will then be served over http by another server script using flask. Flask is a python
MicroFramework which allows the server to send files. (McNicol, A. 2016).
(Pymbook.readthedocs.io. 2016).
(Figure 18)

Figure 18
import picamera
Imports the camera module, which will allow the system to capture images by simple call

from threading import Thread
Imports Thread Class from threading module, this will be used to time stamp images in separate
thread so main script can keep monitoring while images are time stamped

import RpI.GPIO
Import module which allows switching, reading, trigger operations on Pi GPIO Pins

import shutil
This module allows the system to copy files easily.

The motion sensor is powered through the PIN 1 (+5V) and PIN 6 (Ground) of GPIO header (Figure 16)
(Figure 19) (Picamera.readthedocs.io. 2016).

Figure 19 GPIO setup upon the pin numbers
GPIO.setmode(GPIO.BOARD)
This declares that we will use Board based gpio numbering method

GPIO.setup(PIR_PIN,GPIO.IN)

This sets PIN 7 As Input PIN
The motion sensor out cable is connected to the number 7 GPIO pin.
(Raspberrypi.org. 2016).

cam=picamera.PiCamera()
Creates object of Camera class with name cam.
(Raspberrypi.org. 2016).
The motion sensor is programmed by the developer to watch out for motion. Once motion has been
detected by the sensor the camera is then woken up called to take two images. The images. (Figure
20)

Figure 20 Camera capturing images

The cam.start_preview() is the camera called to starting taking an image of the area it is pointing too.
(1, pic) pic is a variable which is given a number for how many images are to be taken in this case two.
The reasoning behind that is due to the fact if the system is placed before a door it will allow the image
to be taken after the door has been opened.
The images are also timestamped with the date first, along with the time in white writing at the top
left of an image. (Figure 21) (Raspberrypi.org. 2016).

Figure 21 Timestamping for the image

Once the images have been taken and timestamped they are then moved to the server folder where
they will be automatically uploaded. (Figure 22)

Figure 22 Moving images taken to server folder

5.3.2 Raspberry Pi Server
The server as mentioned before is using python webframework flask as the tool to send files.
(Flask.pocoo.org. 2016).

Figure 23 Importing flask onto the server

The server is created with basic authentication with a chosen username and password by the user.
The developer wants to create a sense of security for the server and basic authentication is the way
to do this. (Figure 24)

Figure 24 Basic authentication on server

The variables are username and password and these are set with a return statement. The return
statement states that the username is pi and the password is anthony.
If a user enters the wrong username and password, there will be a 401 response where it prompts the
user and states that they have entered the wrong username or password and to enter proper
credentials. (Figure 25)

Figure 25 authentication incorrect will respond with a response message for user

Figure 26
Simple Check to ensure
Already authenticated User Is not asked again to authenticate.

Use of a Decorator
A decorator is a function that returns a function in python.

Figure 27 Flask uses decorators as a means for adding new endpoints to the web application

This section of the code was changed during testing stages due to problems with certain devices.
Beneath the first line (Figure 27) a previous command was inserted @requires_auth which meant
that the application would need to enter authentication to log into the server to retrieve the image.
This was only being implemented on android devices not iOS so this section was removed to create
the cross platform availability.

@app.route('/images/<fileid>')
Will accept any request to server under endpoint

Example:
myserver.com/images
and save
value in second endpoint to fileid variable and
Pass it to function Pi images

Example:
myserver.com/images/1.jpg
will save to variable
fileid='1.jpg'
then pi_images function will return file with name fileid as attachment.

5.4 Implementation CSS, HTML and JavaScript
CSS was used to develop the home screen of the application, layout and colours. The intention of the
CSS class is to provide an even structure throughout the application. The user interface was
concentrated upon when creating the CSS to ensure that the app could be navigated with ease for all
users and upon the extensive research of the questionnaire (Appendix 3) the colours, font and names
that were voted by the respondents were used throughout.

Upon coding the home page of the app was to be kept minimalistic, simple, and colourful with a bold
statement so the user knows exactly what the app is set out to do.
A designed logo was to be the graphic centre piece in the home page along with a centred button
placed at the bottom. (Figure 28)

Figure 28 Home page logo placed in the centre, #use of id selectors

Defining the image with the background position to be centred in the screen. The image (berry.png)
was called from the IMAGES folder.
The button was placed at the bottom of logo. The colours chosen were to compliment the logo with
an added feature to reverse colours as the button is pressed (Figure 29)

Figure 29 Button CSS

The colour of the button was implemented through the HEX codes. Font family is set to sans-serif. As
can be seen within the classa.button and a.button:hover, the background colour and colour class have
been reversed to implement the colour change when the button is pressed. Improving the graphical
user interface with added features is important to improve the users experience with the application
along with making it simple and efficient to use.
As the button is pressed the next screen will request an image from the server based within the
Raspberry Pi, the image is called through a URL request and the image will be slightly off the top of
the device screen to allow the user to see the timestamp so not to cause graphical interference with
the devices own time, signal etc.
The instruction for shake device to go back will be placed at the bottom of the screen and the
background colour will be a matt grey not to distort the image retrieved. (Figure 30)
The URL used (http://picamserver.ddns.net:5000/images/1) this was created for a dynamic domain
name with the aid of no-IP.
If the home network router was to restart so would the IP. With the client running on the Pi it will
send a request to noip.com and this will point the new IP address to the domain name setup. The
:5000 is the port number designated within the router settings of the home network.

Figure 30 Background colour of screen, with URL request and instructions for shake device to go back
Throughout implementing the image request to via the URL it was noticeable that when a new image
was taken and the app button was pressed again, the application should have been showing the newer
image that was taken by the system but instead it was showing the older image. With thorough
research the answer became available that the app was bringing the image through the cache.
This is a component which stores data so it can be served faster the next time it may be called.
The option taken was to use a cache busting technique where it forces the browser to do a reload and
to check if there is a new version available (Figure 31) (Developer.zendesk.com. 2016).
The browser loads from the iframe.URL and checks for the latest version on location.hash.

Figure 31 Cache busting technique
(Developer.zendesk.com. 2016).

Extending upon the implementation phase along with the design, it was thought upon instead of
having a standard back button, but to take advantage of features that may not already be in use. A
shake the device feature was added to return to the home page. With the shake of the device this will
return the user to the home screen where they can then press the ‘PiCam’ button to retrieve a new
image. Otherwise it will load the last image taken. (Figure 32)

Figure 32 Start and Stop listening for motion
(Coderwall, 2012)

5.5 Summary
This chapter provided the hardware and software used throughout the programming and design
cycles in this project. It stated how a Raspberry Pi network was quickly setup for programming reasons.
It mainly reported the scripts details for the camera module and the server along with the applications
design features and cache busting technique used. Screenshots were used throughout from the scripts
and intel XDK classes for the application.

Testing and Evaluation

6.1 Introduction
This chapter will describe the steps taken by the developer to test each aspect of the system created.
It also presents finding from a focus group launched from the respondents who were agreed to test
the system once it was complete. The focus group was held and completed in one hour with all
respondents attending and completing a second questionnaire. The results during testing were also
evaluated and analysed to aid with the conclusion in the final chapter.

6.2 Testing
Testing was carried out primarily on a MacBook Air, with a range of portable devices such as iPhone 6
and Samsung S7 edge. The testing was carried out in two specific ways, in-house testing and focus
group testing to determine that all functionalities are working as they should be and to show the goal
has been reached in terms of usability.

6.2.1 In-House Testing
In-House testing was performed by the developer to catalogue all functionalities designed and
implemented to ensure that they have been achieved. The in-house testing was conducted through
what functionalities’ the application had and whether or not they worked on real time devices. With
the application being tested if all functionalities worked this would prove the security system image
capturing with motion was also being achieved, which was also tested on a browser on the MacBook
Air.
This testing stage has been described within table 9 in order to show that display, functionality and
navigational purposes has been achieved.
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Table 9 -In-house Test Results

In house testing results show that all display, functionalities and navigational aspect of the application
work on a range of devices.
The functionality of the Raspberry Pi system is proved to be accomplished by taking the images when
motion is sensed, timestamping them images then uploading it to the server where the application
can interact and retrieve the image that was uploaded.
Throughout the testing stage of the security system, it became apparent that the basic authentication
was causing a problem with some devices. As a result, the basic authentication was disabled in the
python script to allow for cross platform devices to use. If the developer decided to create the
application as a native application the basic authentication would be implemented for android
devices. (Figure 27)

6.2.2 Focus Group Testing
A second questionnaire was constructed and handed out to the focus group who firstly agreed to
testing the system once it was completed. The group consisted of 5 users of technology who had an

interest within the subject. Their occupations consisted of a shopping centre manager, aeronautical
engineer, a café owner and two students.
The questionnaire was a shortened version of the first questionnaire handed out, it was designed to
ask the users about the functionalities within the system, did any errors occur with the system,
thoughts of the system and would they continue to use the application.
During the focus group the users were briefed on how to set up the system, they tried it themselves
and by plugging in and booting up the system they were then handed the application and allowed to
test the image retrieving from the server with different images taken at different times and to use the
functions of the application.

Question Description
1

Rating

Simple Page layout, Appropriate colour scheme. Good font used for

100% Strongly

readability, Simple Navigation (Easy to use), All functions work,

Agree or Agree

Instructions clearly seen
2

3

Was the system created discreet, plug and play and overall a nice
system to use?

100% replied

Did the system or application present any problems during use?

100% replied

Yes

No
4

Overall do you feel a sense of security with the system and would

100% replied

you continue to use both the Security system and application?

Yes

Table 10- User Focus Group Results
From the results presented (Table 10) derived from Appendix 5, it concluded that overall the whole
group of users agreed on the display, functionality and navigational features all within the application
were appropriate and clear.
They all agreed that the system was discreet and plug and play making it very easy to use for people
who may not use technology often.
The overall satisfaction rate was 100% for each question no known errors were recorded.

6.2.3 Focus Group Comments and Possible Improvements
One of the main reasons for the focus groups are to provide comments in areas which may have been
overlooked due to time constraints. Comment boxes were available for the users to leave feedback
and some was noted.
The comment that was fed back twice and needed to be taken into consideration was:
•

Notifications’ could it be possible for a new image to be uploaded

If there was more time to complete the project notifications may have been implemented into the
system when a new image has been uploaded. This was due to time constraints that it wasn’t added
into the application as a final feature.
To complete this feature, if there was added time, is to get the application to listen to the server every
couple of seconds and ask the server if there has been a new image uploaded that the application
would then send out a notification to the user’s phone notifying them as an alert.

6.3 Summary
This chapter provided details upon the testing techniques involved for the system and application.
The in-house testing technique which was followed on the intel XDK emulator and hardware devices.
Followed up by the focus group testing. The results described through the in-house testing technique
showed all design features, functionalities and navigational options were implemented from the
design stage.
The results from the focus group were all 100% satisfaction rate with two improvement comments
which could be implemented into the application.

Conclusions

7.1 Introduction
The final chapter concludes the work implemented throughout this project. It then looks through
extensive research taken, discusses results to give an indication whether the users recommendations
helped with the improvement in the system. It looks towards the aims and objectives to define
whether the project has been successful in its completion. It then concludes by presenting additional
features and improvements’ which may be made if the project was extended.

7.2 Project Summary
The initial background research was conducted on the problem of Northern Ireland and what impact
the crash in economy had on the country. The research conducted showed exactly what impact it had
on the country. Along with household prices falling, unemployment levels increasing in turn having a
domino effect leading to crime. Where people turned to crime as a means to survive and fend for
themselves.
With crime rates on the rise such as home burglaries this allowed for a possible solution to be
designed. With further investigating it was discovered there were a low percentage of homes which
had security systems. These already are an existing solution but the price is a big problem especially
in an economy which has crashed.
Proposing a cheaper more sustainable system.

The various reasons that made this solution gain traction were discussed. A small percentage of homes
in Northern Ireland only have a security system whether it is down to price, size or people just cannot
use the technology. Smart devices, use of the internet and applications have all been on the increase
in the last ten years even with older generation people becoming more familiar with technology.

A competitive analysis of home security systems both indoor and outdoor currently on the market
was completed.
A total of six systems were reviewed, three from one of the UK’s leading technology sites Maplin and
three from an article based on topcctvcameras.co.uk of 2016. The competitive analysis was used to

compare features of each system and price. The features and price were then used within the research
questionnaire to a group of randomly chosen people. The questionnaire consisted of questions such
as what they would expect in a security system and what features they would like to use.
Functional and non-functional requirements were then derived from these two sections and would
be in-cooperated into the design of the overall system.

The design of the system was somewhat limited in what could be featured. Firstly, the main aim of
the system was to get the system to take an image when motion was triggered and upload it to an
application.
Secondly this design process was changed and instead of using an external application to retrieve the
images an application would be created to work alongside the system meaning another script would
be created to act as the server.
The system has a camera script and a server script running automatically when the system is turned
on.
The design of the application was strongly influenced on the idea that not everyone uses technology
regularly and that simple apps yet effective apps create the best human computer interaction.
The user interface design was designed based on answers from the research constructed and
implemented to be simple. Contrasting colour schemes and navigational features were implemented.

The server side scripting was used with the language of python web framework with the aid of using
flask to send the files. The client side scripting was defined with three programming languages: CSS,
HTML and JavaScript. With all these languages they provide a healthy client/server relationship
allowing communication between each aspect. Any calls from the client to the server would be
received and answered quickly retrieving the image.

The design for the application was then implemented using the methodology of analysing, designing,
developing, testing. This was to help with testing purposes when the application was complete. the
user interface was designed through 5 key steps: Simplistic, Visual, Navigability, Consistency and
Accessibility.

A testing plan was then derived from the implementation stage. The two stages of testing were inhouse and focus groups. In-house testing was performed through devices and emulators within intel
XDK. The focus group was testing the system and application with a second research questionnaire
presented during the group to show user feedback and any improvements that may be considered.

Evaluating the system was an important part because it helped find key improvements which may be
made if the project was extended.

7.3 Results Assessment
A list of functional and non-functional requirements was derived from the research as well as feedback
from the initial research questionnaire. With the completion of the project, every requirement in that
list has been successfully completed for the first version of the system and application.

The in-house testing retrieved results that the system works across multiple platforms with good
capabilities throughout each test. The focus group testing retrieved positive 100% satisfactory results
for both the system and the application. Indicating that the project was completed to a successful
standard based upon the first research questionnaire given to the same users.

7.4 Objectives and Achievements
The four objectives as stated at the start of this project (section 1.4) have been completed:
•

Research into Home security systems currently on the market.

•

Identifying the strengths and weaknesses of each home security system in accordance to
price.

•

Create a home security system from the Raspberry Pi and respective parts needed for it to
work without human interaction. (Appendix 6 Final system design)

•

Create and develop an application with a graphical yet simplistic user interface for all age
groups, easy to navigate and simple to test. Providing a positive HCI.

It should be noted that a short video and explanation will be provided within the USB, of the hand in
copy of the dissertation. Providing a demonstration of the system and the application.

7.5 Recommendations
Recommendations for future improvements could be implemented. These were derived from
research and feedback:

•

Notifications on the application for when a new image is uploaded to the server. This could
be implemented through the application, listening to the server and asking has there been a
change or image uploaded. The application could check every couple of seconds and this
would then notify the users device stating an alert. This will ensure that the user doesn’t have
to go into the application to check for a new image.

•

There is no storage for the images. The reason behind this is because users can now take
screenshots of their devices screen which then store onto a local memory on the phone. If
there was an extended timescale and more research was completed a database for images
could be created. The world of technology is about speed and precision and taking a
screenshot of the devices screen is easier and less time consuming than logging in to a folder
to retrieve images.

7.6 Summary
The project was aimed at providing a sustainable, cheaper alternative security system and application
for all types of users. An appealing design was based upon analysis and research from a wide range of
people. The system and application was then successfully designed, implemented and tested again
with the users, evaluating positive results throughout with a couple of recommendations’. Overall the
project has been a success as all the objectives were achieved.
More features may be added in the future to help with security, and storage issues when more
research is conducted.

References
Agilemethodology.org. (2016). The Agile Movement. [online] Available at:
http://agilemethodology.org [Accessed 26 Aug. 2016].

Allaboutagile.com. (2016). What Is Agile? (10 Key Principles of Agile) | All About Agile. [online]
Available at: http://www.allaboutagile.com/what-is-agile-10-key-principles/ [Accessed 26 Aug.
2016].

BBC News. (2016). Northern Ireland school leaders warn of 'budget crisis' impact - BBC News.
[online] Available at: http://www.bbc.co.uk/news/uk-northern-ireland-36108441 [Accessed 26 Aug.
2016].

BBC News, (2016). Northern Ireland 'was hardest hit' during UK recession - BBC News. [online]
Available at: http://www.bbc.co.uk/news/uk-northern-ireland-28301277 [Accessed 11 Jan.
2016].
BBC News, (2016). PSNI crime statistics: Racist incidents rise 30% in 2013/14 - BBC News. [online]
Available at: http://www.bbc.co.uk/news/uk-northern-ireland-27325433 [Accessed 11 Jan.
2016].
Billw2.github.io. (2016). PiKrellCam. [online] Available at:
http://billw2.github.io/pikrellcam/pikrellcam.html [Accessed 26 Aug. 2016].

Business of Apps. (2015). App Usage Statistics: 2015 Roundup - App Industry Insights. [online]
Available at: http://www.businessofapps.com/app-usage-statistics-2015/ [Accessed 26 Aug. 2016].

Cases for your Raspberry Pi. (2016). Raspberry Pi GPIO Sensing: Motion Detection. [online] Available
at: https://www.modmypi.com/blog/raspberry-pi-gpio-sensing-motion-detection [Accessed 26 Aug.
2016].

Computers.tutsplus.com. (2016). [online] Available at:
http://computers.tutsplus.com/tutorials/take-control-of-your-raspberry-pi-using-your-mac-pc-ipador-phone--mac-54603 [Accessed 26 Aug. 2016].

Coderwall. (2012). Shake.js (Example). [online] Available at: https://coderwall.com/p/vqorew/shakejs [Accessed 31 Aug. 2016].

Developer.zendesk.com. (2016). Static File Cache Busting - Zengineering Blog - Zendesk Developer
Portal. [online] Available at: https://developer.zendesk.com/blog/static-file-cache-busting [Accessed
26 Aug. 2016].
Faculty.washington.edu. (2016). Shneiderman's Eight Golden Rules of Interface Design. [online]
Available at:
https://faculty.washington.edu/jtenenbg/courses/360/f04/sessions/schneidermanGoldenRules.html
[Accessed 26 Aug. 2016].

Flask.pocoo.org. (2016). Welcome | Flask (A Python Microframework). [online] Available at:
http://flask.pocoo.org [Accessed 26 Aug. 2016].

Foster, A. (2016). What is Brexit and what is going to happen now that Britain has voted to LEAVE
the EU?. [online] Express.co.uk. Available at:
http://www.express.co.uk/news/politics/645667/Brexit-EU-European-Union-Referendum-DavidCameron-Economic-Impact-UK-EU-exit-leave [Accessed 26 Aug. 2016].
Gov.uk. (2016). Domestic CCTV: using CCTV systems on your property - GOV.UK. [online] Available at:
https://www.gov.uk/government/publications/domestic-cctv-using-cctv-systems-on-yourproperty/domestic-cctv-using-cctv-systems-on-your-property [Accessed 26 Aug. 2016].

Htmlgoodies.com. (2016). JavaScript Basics Part 1. [online] Available at:
http://www.htmlgoodies.com/primers/jsp/article.php/3586411 [Accessed 26 Aug. 2016].

Maplin.co.uk. (2016). CCTV Kits - CCTV and Security | Maplin - The Electronics Specialist. [online]
Available at: http://www.maplin.co.uk/c/cctv-and-security/cctvkits?sort=%3DMaplinProduct.price%7C0# [Accessed 26 Aug. 2016].

McNicol, A. (2016). Preparing for your first script. [online] Pythonschool.net. Available at:
https://pythonschool.net/server-side-scripting/preparing-for-your-first-script/ [Accessed 26 Aug.
2016].

Media.ofcom.org.uk. (2016). The UK is now a smartphone society. [online] Available at:
http://media.ofcom.org.uk/news/2015/cmr-uk-2015/ [Accessed 26 Aug. 2016].

News.bbc.co.uk. (2016). BBC NEWS | UK | The statistics of CCTV. [online] Available at:
http://news.bbc.co.uk/1/hi/uk/8159141.stm [Accessed 26 Aug. 2016].
Nova Digital Media, (2015). A History of The Raspberry Pi | Nova Digital Media. [online] Available at:
http://novadigitalmedia.com/history-raspberry-pi/ [Accessed 12 Jan. 2016].
Ons.gov.uk. (2016). Internet Access - Households and Individuals- Office for National Statistics.
[online] Available at:
http://www.ons.gov.uk/peoplepopulationandcommunity/householdcharacteristics/homeinternetan
dsocialmediausage/bulletins/internetaccesshouseholdsandindividuals/2015-08-06 [Accessed 26
Aug. 2016].

Pi My Life Up. (2015). Build a Raspberry Pi Security Camera Network - Pi My Life Up. [online]
Available at: https://pimylifeup.com/raspberry-pi-security-camera/ [Accessed 26 Aug. 2016].

Picamera.readthedocs.io. (2016). 3. API Reference — Picamera 0.3 documentation. [online] Available
at: https://picamera.readthedocs.io/en/release-0.3/api.html [Accessed 26 Aug. 2016].

Porter, J. (2016). Principles of User Interface Design. [online] Bokardo.com. Available at:
http://bokardo.com/principles-of-user-interface-design/ [Accessed 26 Aug. 2016].

Psni.police.uk, (2016). | Police Service of Northern Ireland. [online] Available at:
http://www.psni.police.uk/index/updates/domestic_burglary.htm [Accessed 12 Jan. 2016].
PyImageSearch. (2015). Home surveillance and motion detection with the Raspberry Pi, Python,
OpenCV, and Dropbox - PyImageSearch. [online] Available at:
http://www.pyimagesearch.com/2015/06/01/home-surveillance-and-motion-detection-with-theraspberry-pi-python-and-opencv/ [Accessed 26 Aug. 2016].

Pymbook.readthedocs.io. (2016). Introduction to Flask — Python for you and me 0.3.alpha1
documentation. [online] Available at: http://pymbook.readthedocs.io/en/latest/flask.html [Accessed

26 Aug. 2016].

Raspberrypi.org. (2016). Getting started with picamera | Raspberry Pi Learning Resources. [online]
Available at: https://www.raspberrypi.org/learning/getting-started-with-picamera/ [Accessed 26
Aug. 2016].
Raspberrypi.org. (2016). Raspberry Pi • View topic - Lightweight python motion detection. [online]
Available at: https://www.raspberrypi.org/forums/viewtopic.php?t=45235 [Accessed 26 Aug. 2016].

Raspberrypi.org. (2016). Worksheet - Parent Detector | Raspberry Pi Learning Resources. [online]
Available at: https://www.raspberrypi.org/learning/parent-detector/worksheet/ [Accessed 26 Aug.
2016].

Statista. (2016). Global social media ranking 2016 | Statistic. [online] Available at:
http://www.statista.com/statistics/272014/global-social-networks-ranked-by-number-of-users/
[Accessed 30 Aug. 2016].

Techterms.com. (2016). Client Definition. [online] Available at:
http://techterms.com/definition/client [Accessed 26 Aug. 2016].
The Economist, (2015). A new kind of trouble. [online] Available at:
http://www.economist.com/news/britain/21640334-guns-mostly-silent-ulster-can-begin-dealits-lamentable-economy-new-kind [Accessed 11 Jan. 2016].

Top CCTV Cameras. (2016). Best CCTV Cameras for 2016 - Top CCTV Cameras. [online] Available at:
http://topcctvcameras.co.uk/best-cctv-cameras-2016/ [Accessed 26 Aug. 2016].

Ukpages.deloitte.com. (2016). Deloitte. [online] Available at: https://ukpages.deloitte.com/MobileConsumer-Survey-Register.html [Accessed 26 Aug. 2016].

W3.org. (2016). CSS: fonts. [online] Available at:
http://www.w3.org/Style/Examples/007/fonts.en.html [Accessed 26 Aug. 2016].

W3schools.com. (2016). CSS Fonts. [online] Available at:
http://www.w3schools.com/css/css_font.asp [Accessed 26 Aug. 2016].

W3schools.com. (2016). CSS Text. [online] Available at: http://www.w3schools.com/css/css_text.asp
[Accessed 26 Aug. 2016].

W3schools.com. (2016). HTML JavaScript. [online] Available at:
http://www.w3schools.com/html/html_scripts.asp [Accessed 26 Aug. 2016].

W3schools.com. (2016). HTML Links. [online] Available at:
http://www.w3schools.com/html/html_links.asp [Accessed 26 Aug. 2016].

www.tutorialspoint.com. (2016). Guidelines in HCI. [online] Available at:
http://www.tutorialspoint.com/human_computer_interface/guidelines_in_hci.htm [Accessed 26
Aug. 2016].

Appendices

Appendix 1: Rich Picture Diagram of the Problem

Appendix 2: Rich Picture Diagram of the Solution

Appendix 3: Research Questionnaire
Q1

Please indicate which sentence is most suitable to you:

Please tick all that apply

I have a home security system
I don’t have a home security system
I would buy a security system if they were cheaper
I would buy a security system if they were smaller
more compact and plug in and play

Q2

a) Please indicate which of the following devices you use or are aware of?

Please tick all that apply

Apple devices
Android
Microsoft
Google
All of the above

Please indicate are you a regular user of smart devices or applications

Q3

Please indicate the extent to which you agree or disagree with the following statements:

Please tick one box in each row
Strongly
Agree

I would benefit and from a
home security system
I would not benefit from a
security system
If strongly agree or agree
with the second statement,
please explain why

Agree

Neither agree
nor disagree

Disagree

Strongly
Disagree

Don’t
Know

App Name & Content
Q4

Please rate the suitability of the following names for a Maths Practice website by
choosing from “very suitable” to “not at all suitable”:

Please tick one box in each row
Very
suitable

Quite
suitable

Neither
suitable
nor unsuitable

Not very
suitable

Not at all
suitable

Don’t
Know

PiCam
RaspberrySecurity
HomeRaspberry
RaspberryAware

Any other names you would suggest?

Q5

Please rate the importance of the following content for a security application and system
by choosing from “very important” to “not at all important”:

Please tick one box in each row
Very
important

Images
Storage for images
Live streaming
Timestamped images
Notifications
Motion sensor capability

Quite
important

Neither
important nor
unimportant

Not very
important

Not at all
important

Don’t
Know

Application Features
Q6

Please rate the suitability of the following features for a security application website by
choosing from “very suitable” to “not at all suitable”:

Please tick one box in each row
Very
suitable

Quite
suitable

Neither
suitable
nor unsuitable

Not very
suitable

Not at all
suitable

Don’t
Know

Clear logo
Colourful simplistic interface
Features such as shake
device to go back etc.
Clear images retrieved from
system
Sensible coloured
background for image quality
Any other features you may
think of for the application or
system?

Website Presentation
Q7

Please rate the suitability of the following text font properties for a security application by
choosing from “very suitable” to “not at all suitable”:

Please tick one box in each row
Very
suitabl
e

Quite
suitable

Neither
suitable
nor unsuitable

Not very
suitable

Not at all
suitable

Generic Family: Cursive
Generic Family: Monospace
Generic Family: Sans-Serif

Explanation of Fonts:

Cursive Font: Characters have extra lines at the end:
Monospace Font: All monospace characters have same width: Example of Mono
Sans-Serif Font: No lines at the end of characters:

Don’t
Know

Q8

Please rate the out of 10 the suitability for each colour scheme

Please write in each box

Colour Scheme A

Colour Scheme B

Colour Scheme C

Colour Scheme D

Colour Scheme E

A

B

C

D

E

Website Testing
Q9

Please indicate if you would be willing to test the application once available?

Please tick one box
YES

NO

I am willing to test the website
when available
Email:

* Please note that any name provided will not be transcribed anywhere else. It will only allow me to contact you
once the website is available in order to test it. Also all completed forms will be destroyed once the project is
completed.

Extra Question
Q10
Is there any other reason that would put you off buying a security system please list
reasons in the box below.

Free Comments
Please include below any comments you wish to make related to the design or features

Thank you for participating in this study. Your answers will go towards
improving this system.

Appendix 4: Navigational Storyboard

Centred logo with appropriate
colours.

Button which activates next
page to be loaded. Colour
scheme following the logo.
Colours switch when pressed.

Image retrieved from server
time stamped on top left of
image.

Small instruction to tell the
user on how to return to
homepage with matte grey
background.

Appendix 5: Research Questionnaire for Testing

Q1

Please indicate most appropriate answer for the following:

Please tick one box in each row
Strongly
Agree

Agree

Neither Agree
or Disagree

Disagree

Strongly
Disagree

Simple Page layout
Appropriate colour
scheme
Good font used for
readability
Simple Navigation (Easy
to use)
All functions work
Instructions clearly seen

Additional comments

Q2

Was the system created discreet, plug and play and overall a nice system to use?

Please tick one box

Yes

No

Additional comments

Don’t
Know

Q3

Did the system or application present any problems during use?

Please tick one box

Yes

No

If yes explain what the problem may have been

Q4

Overall do you feel a sense of security with the system and would you continue to use
both the Security system and application?

Please tick one box

Yes

No

Unsure

Free Comments
Please include below any comments you wish to make related to the overall system.

Thank you for participating in this study. Your feedback is greatly appreciated.

Appendix 6: Final System Image

The GPIO motion sensor is placed
within the black casing. The camera
module has its separate casing and is
connected to the CSI Camera slot via
a ribbon cable.

Video Demonstration Explanation
To play the videos remove from USB and put onto the desktop due to buffering issues playing
directly off the USB.

•

Firstly, is an image of the application Splash Screen with the logo and the button

•

Once the button is pressed the app goes onto the next screen with mate grey background,
timestamped image and instructions to shake device to return to home page

•

Once this is done, the motion sensor is then sensed by a hand movement (testing purposes)

•

The app button is then pressed again and a new timestamped image appears on the screen.

Two videos are added within the USB.

